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Introduction

The Diameter document content provides information about how to use the GUI to perform
Diameter Signaling Router tasks.

The Diameter menu options allow you to:

*  Perform Diameter Signaling Router configuration tasks

*  View maintenance information for Diameter components
e Generate reports

e Perform IDIH troubleshooting

*  Work with AVP dictionary components

* Access Mediation GUI pages

Overview of Diameter Signaling Router Tasks

This document provides information about how to use the GUI to perform diameter signaling
router tasks.

The document provides the following types of information:

*  Procedures to configure Diameter components

* Maintenance information about Diameter components

*  Procedures to generate reports for the Diagnostics Tool and MP Statistics
* High-level summary for Troubleshooting with IDIH

* AVP Dictionary information

*  High-level summary for Mediation

See Integrated DIH User's Guide and Diameter Mediation User 's Guide for more information
about those applications.

Scope and Audience

ORACLE

This content is intended for personnel who perform diameter signaling tasks.
This content contains procedures for performing tasks using the product GUI.
This content does not describe how to install or replace software or hardware.

The Diameter software component is shared by multiple applications in the product line. For
this reason, this content includes references to the shared applications, and describes GUI
options that are not visible or applicable to SDM. For example, applications (such as RBAR,
FABR, CPA, and Policy DRA) and IPFE are currently not used by SDM, so disregard any
references to these applications.
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Chapter 1
Content Organization

Content Organization

This content is organized as follows:

* Introduction contains general information about the Diameter and Mediation help
documentation, the organization of this manual, and how to get technical
assistance.

»  Configuring Diameter provides information about configuring Diameter resources.

» Diameter Maintenance provides information about how to view the status of
Diameter resources, and how to enable and disable connections and applications.

» Diameter Reports provides information about how to produce Diagnostic Tool
reports and MP Statistics (SCTP) reports.

*  Troubleshooting with IDIH provides summary information about the Integrated
Diameter Intelligence (IDIH) feature. See Integrated DIH User's Guide for more
information.

» Diameter AVP Dictionary provides information about Attribute-Value Pairs (AVPS)
that are used by the Diameter Routing Function in making decisions for routing
messages to and from applications and for the Diameter Message Copy feature.

* Mediation provides information about working with the Mediation feature.

» Diameter Shared Traffic Throttle Groups provides information about all Traffic
Throttle Groups (TTGs) defined as shared across the diameter routing network.

» Diameter Topology Hiding describes the components that can be configured for
Diameter Topology Hiding.

- Diameter Egress Throttle List describes the components can be configured for
Egress Throttle List from the NOAM.

» Diameter Message Copy describes the Diameter Message Copy feature, which is
used to send a copy of a message to a Diameter Application Server (DAS).

» Diameter Capacity and Congestion Controls contains information about the
various ways capacity and congestion can be managed to preserve the availability
and Quality of Service (Qo0S).

My Oracle Support

ORACLE

My Oracle Support (https://support.oracle.com) is your initial point of contact for all
product support and training needs. A representative at Customer Access Support can
assist you with My Oracle Support registration.

Call the Customer Access Support main number at 1-800-223-1711 (toll-free in the
US), or call the Oracle Support hotline for your local country from the list at http://
www.oracle.com/us/support/contact/index.html. When calling, make the selections in
the sequence shown below on the Support telephone menu:

1. Select 2 for New Service Request.
2. Select 3 for Hardware, Networking and Solaris Operating System Support.
3. Select one of the following options:

e For Technical issues such as creating a new Service Request (SR), select 1.
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»  For Non-technical issues such as registration or assistance with My Oracle Support,
select 2.

You are connected to a live agent who can assist you with My Oracle Support registration and
opening a support ticket.

My Oracle Support is available 24 hours a day, 7 days a week, 365 days a year.
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Configuring Diameter

The Diameter, and then Configuration GUI allows you to manage diameter signaling routing
configuration.

You can perform different tasks on an Active Network OAM (NOAM) and an Active System
OAM (SOAM).

Understanding the Diameter Configuration Sequence

ORACLE

Use the Diameter, and then Configuration GUI pages to manage Diameter configuration.
Some components must be configured before others can be configured.

Diameter configuration on the SOAM must occur in the following order, because some are
dependent on one another:

1. For DA-MPs, make any needed changes to configurable elements in the MP Profiles
used for the DA-MPs in the system; and assign MP Profiles to the DA-MPs. See the MP
Profiles information in Diameter Common User's Guide.

2. Configure Application Route Tables. See Diameter Application Route Tables.
Configure only the Table Names. The Application Routing Rules must be configured after
Application IDs and Command Codes are configured.

3. Configure Pending Answer Timers. See Diameter Pending Answer Timers.

4. Configure Peer Route Tables. See Diameter Peer Route Tables.
Configure only the Table Names. The Peer Routing Rules must be configured after Route
Lists are configured.

Configure Routing Option Sets. See Diameter Routing Option Sets.
Configure Application IDs. See Using Application IDs to Identify Diameter Applications.

Configure Command Codes. See Diameter Command Codes.

@ N o o

Configure MCC Ranges if either the Full Address Based Resolution (FABR) or Range
Based Address Resolution (RBAR) application is activated. See the MCC range
information in Diameter Common User's Guide.

9. Configure CEX Parameters. See Diameter CEX Parameters.
10. Configure CEX Configuration Sets. See Capacity Configuration Sets.

11. Configure Connection Configuration Sets. See Diameter Configuration Sets.
Modify the Default Connection Configuration Set or create new Connection Configuration
Sets to match the SCTP, Diameter, and TCP options that apply to your network.

12. Configure Local Nodes. See Diameter Local Nodes.
13. Configure Transaction Configuration Sets. See Transaction Configuration Sets.

14. Configure Peer Nodes. See Diameter Peer Nodes.
Enable Topology Hiding Status if Topology Hiding is applicable to the Peer Node. See
Diameter Topology Hiding.
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15.

16.

17.

18.

19.
20.
21.

22.

23.

24,
25.
26.

27.

28.

29.

30.
31.

Chapter 2
Understanding the Diameter Configuration Sequence

< Note:

Topology Hiding is available on the NOAM only.

Configure Capacity Configuration Sets for use with the Per-Connection Ingress
MPS Control feature and Validating Diameter Connection Capacity. See Capacity
Configuration Sets.

Configure Egress Message Throttling Configuration Sets. See Egress
Message Throttling Configuration Sets.

Configure Message Priority Configuration Sets. See Message Priority
Configuration Sets.

Configure Connections. IPFE Initiator DA-MP can be configured from this GUI
page. See Connections.

Configure Route Groups. See Diameter Route Groups.
Configure Route Lists. See Diameter Route Lists.

If Alternate Implicit Routing is used, edit Peer Nodes and select a Route List for
each Alternate Implicit Routing element. See Diameter Peer Nodes.

Configure Message Copy Configuration Sets. See Message Copy Configuration
Sets.

Configure Peer Routing Rules in each configured Peer Route Table. See
Diameter Peer Route Tables.

Configure Egress Throttle Groups. See Diameter Egress Throttle Groups.
Configure TTPs.

Configure Reroute On Answer, if it is used in the system. See Diameter Reroute
On Answer.

Configure Application Routing Rules in each configured Application Route
Table. See Diameter Application Route Tables.

If necessary, add Application Priority Options. See Diameter Application Priority
Options.

If necessary, change the default System Options (see Diameter System Options):
* Enable the Per Connection Egress Message Throttling feature if it is used.
* Enable the Message Copy Feature if it is used.

* Change any default values as needed.

If necessary, enter or change default DNS Options. See Diameter DNS Options.

Use the Diameter, and then Maintenance pages to enable configured
components:

* Onthe Diameter, and then Maintenance, and then Connections page,
enable configured Connections.

* Onthe Diameter, and then Maintenance, and then Egress Throttle Groups
page, enable Egress Throttle Groups Rate Limiting, Egress Throttle
Groups Pending Transaction Limiting, or both, if used.

* On the Diameter, and then Maintenance, and then Applications page,
enable configured Applications.
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* Onthe Diameter, and then Maintenance, and then Peer Discovery page, enable
configured Peer Discovery.

* Onthe Diameter, and then Maintenance, and then Signaling Firewall page, enable
configured Signaling Firewall.

* Onthe Diameter, and then Maintenance, and then Traffic Throttle Groups page,
enable Traffic Throttle Groups.

The Diameter Topology Hiding components are configured in the following order on the
NOAM:

1. Trusted Network Lists, which are used in the Protected Networks configuration
2. One or more Configuration Sets, for each Topology Hiding Type that is used:

» Path Topology Hiding Configuration Sets

* S6a/S6d Topology Hiding Configuration Sets

*  MME/SGSN Topology Hiding Configuration Sets

* S9 PCRF Topology Hiding Configuration Sets

*  S9 AF/pCSCF Topology Hiding Configuration Sets

3. Protected Networks, which use the Trusted Network Lists and Configuration Sets in their
configuration.

Next Generation Network Priority Service (NGN-PS)

Next Generation Network Priority Service (NGN-PS) allows National Security/Emergency
Preparedness (NS/EP) users to make priority calls/sessions using public networks. When you
enable the NGN-PS feature on a DSR Node, ingress messages received from Diameter Peer
Nodes are examined to determine if they qualify for priority treatment based upon a set of
rules. These rules, established by Standards Development Organizations, have various
groups working on what is broadly called Emergency Telecommunications Services (ETS).

ETS is intended to be used by qualified and authorized users, for example, emergency
service personnel, only during times of emergency situations and network congestion. ETS
access:

e Is limited to key personnel and those with leadership
e Is provided end-to-end priority treatment beyond that offered to the general public

e Can include priority call/session set-up, access to additional resources (alternate routing),
and exemption from restrictive network traffic management controls.

¢ Note:

If NGN-PS is disabled after being enabled, then DSR does not disable NGN-PS, but
an alarm alerts the user that the runtime state and administrative state for NGN-PS
are not in synch.

NGN-PS support is comprised of two major functions:

1. Identifying messages which require NGN-PS, which is based on subscription information
stored in databases that is downloaded to entities that perform priority marking of
transactions by way of AVPs.
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* The following messages are candidates for NGN-PS treatment:
— Cx/Dx LIR & LIA
— Cx/Dx SAR & SAA
— Dh/Sh UDR & UDA
— Gx CCR-l & CCA-l
— GxRAR & RAA
- RxAAR & AAA

2. If a message qualifies for priority treatment, it is considered inviolable. An
inviolable message cannot be blocked, rejected, or discarded by any ingress or
egress control functions due to internal resource congestion or exhaustion.

# Note:

NGN-PS messages must receive priority treatment both at the Diameter
Application signaling layer and IP-layer.

The priority level for violable messages is defined as a number between zero and
three, where zero has the lowest and three has the highest violable message priority.
NGN-PS messages have a priority level of four.

¢ Note:

After a message becomes inviolable, its priority cannot be modified during
the lifetime of that message within a DSR node. After an ingress Request
message is marked as inviolable, all messages associated with that
transaction are also marked as inviolable. Similarly, Answer messages
associated with inviolable transactions are made inviolable.

You can enable any of the following diameter interfaces for NGN-PS support:
*  GX, Rx, Cx/Dx and Dh/Sh

NGN-PS messages are identified by the contents of a particular AVP for well-known
set of order pairs. Most non-Gx NGN-PS messages can be identified by the presence
of an AVP; Gx NGN-PS message identification requires more complex rules based
upon AVP content and user-provided configuration data.

Identifying Messages for Priority Treatment

Congestion control procedures use message priorities and congestion levels to
determine which messages to shed/divert when congestion exists. Lowest priority
messages are assigned a priority of 0, and the highest priority messages are assigned
a value of 3. Because inviolable messages must be provided a higher treatment
versus violable message, the existing four priority values of 0 through 3 are reserved
for violable messages, and message priority of 4 is reserved for inviolable messages.

A message is considered inviolable if:

*  The message priority is greater or equal to the Minimum Inviolable Priority
value. See Diameter System Options Elements. NGN-PS messages received from
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Diameter Peer Nodes are identified and tagged as inviolable before DSR ingress
congestion controls are applied.

* Answer priority is equal to the Maximum of Request Priority and Minimum Answer
Priority value. See Diameter System Options Elements.

Identifying NGN-PS Messages

NGN-PS specifications identify a well-defined and limited number of messages that are
candidates for priority treatment. Inviolable messages are exempt from discard and bypass
all ingress and egress throttling controls. These messages typically represent a small portion
of message traffic, and you can configure this function to avoid abuse. For information about
limiting the percentage of the maximum engineered DA-MP ingress message rate, see
Diameter System Options Elements NGN-PS Maximum Message Rate Percent.

When NGN-PS is disabled, a DSR Node does not search for ingress NGN-PS messages.
When NGN-PS is enabled, the DSR Node measures the ingress rate of NGN-PS which are
marked as inviolable and, if the NGN-PS Maximum Message Rate Percent value has not
been reached, DSR is allowed to tag NGN-PS messages received from Diameter Peer
Nodes.

Identifying Non-Gx NGN-PS Messages

Sh/Dh and Cx/Dx messages are tagged based on the presence of Session-Priority AVP value
in Diameter messages. Rx messages are identified as NGN-PS if the MPS-Identifier AVP
value in Diameter message is the same as the Rx MPS-Identifier value in Diameter System
Options Elements.

Identifying Gx NGN-PS Messages

Gx NGN-PS messages are identified by both the content of AVPs, as well as user-
configurable data.

The reserved NGN-PS priority levels are network-specific and user-configurable. See Gx
NGN-PS Identifier in Diameter System Options Elements.

The ARP AVP is not a top-level AVP, which means that it is always embedded within another
Grouped AVP. The ARP AVP can be embedded in one of the following top-level grouped
AVPs within the Gx message:

* Default-EPS-Bearer-QoS AVP

e Charging-Rule-Install AVP
Usually, ARP is stored in the Default-EPS-Bearer-QoS AVP. For Gx RAR messages, if a
Default-EPS-Bearer-QoS AVP cannot be located, DSR searches for up to three (3)
instances of the Charging-Rule-Install AVP looking for a Priority-Level assigned to a
NGN-PS user.

Priority treatment of Gx CCR-1 and CCA-I messages is only required if Advance Priority is
enabled in the your network. If your network supports one of the two mutually exclusive
advance priority types, you can select which one to enable. See Gx Advance Priority Type
in Diameter System Options Elements.

Diameter Overload Indication Conveyance (DOIC)

DOIC allows Diameter servers to send overload reports requesting that diameter clients
reduce the traffic that they are sending to the server. It also allows for Diameter Agents to act
as a proxy for either clients by reducing traffic as requested by the servers, or as a proxy for
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the servers by requesting that traffic be reduced by the clients. DOIC s main purpose
is to act as a proxy for the clients on the routing server and reduce traffic based on
information from the servers.

DOIC is comprised of two routing capabilities:
e Static ETR Throttling

* Peer Node Reported Congestion

DOIC is comprised of two primary procedures using two Diameter Grouped AVPs:

Capability Announcement Procedure

DSR as a DOIC Reacting Node advertises its supported DOIC capabilities by
inserting a OC-Supported-Features Grouped AVP in each forwarded Request
message sent to a DOIC Reporting Node. The DOIC Reporting Node sends an OC-
Supported-Features AVP in Answer responses indicating which abatement algorithm
it wants to support.

Overload Reporting Procedure

The DOIC Reporting Node can request a reduction in traffic addressed to a given
application for that Reporting node by inserting one or more Applications associated
with a Node/FQDN by inserting a DOIC Overload Report (OC-OLR) Grouped AVP in
Answer responses to a Request containing a OC-Supported-Features AVP.

Static ETR Throttling

Static ETR Throttling allows you to limit the rate of transactions (Request messages
only) that are forwarded to a particular Peer Node, which are addressed to a particular
Diameter Application ID. For each (Peer Node, Application ID) ordered pair that you
want to throttle, define a Traffic Throttle Point (TTP) and assign it a Maximum ETR
value. All of the information required for Peer Node/Application ETR throttling is stored
in a Traffic Throttle Point (TTP). If a Peer Node supports multiple Application IDs, you
must create a separate TTP for each Application for which you want to enable ETR
throttling. When you enable the TTP for service, the routing application begins to
measure the rate of transactions that are routed to the Peer Node and Application ID
(this includes transactions such as priority override and NGN-PS that might be exempt
from diversion). This is referred to as the Offered Traffic Rate (OTR). Divertable OTRs
are the transaction rates offered to a TTP that are candidates for diversion. NGN-PS
and priority override transaction are exempt from TTP ETR throttling diversion. When
the TTP OTR begins to exceed its user-defined Maximum ETR, the routing application
routes the excess transactions alternately using all of the existing routing mechanisms.

# Note:

A TTP's OTR measurements include all transactions which are associated
with an active TTP, which includes both override priority and NGN-PS
transactions that might be exempt from diversion.

Traffic diversion is prioritized based upon the Discard Policy assigned to the DA-MPs.
Using the Discard Policy and message priority and color OTRs measurements, the
TTP Rate Shaper algorithm determines whether a Request message associated with
the TTP must be diverted. TTP rate shaping is applied after a Peer Node or
Connection is selected from a Route Group (or after a Peer Node is selected by
Implicit Routing).
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Peer Node Reported Congestion

Routing supports the ability to modify the rate of transactions forwarded to a Peer Node
based on the OLRs it receives in Answer responses from the Peer Node. The information
received in a OLR is stored in a TTP and applied as modifications to the Target ETR. An OLR
is enforced until it expires or is cancelled by the Peer Node, at which time the routing
application abates the requested traffic reduction percentage to O (at a gradual rate
determined by a user-configurable TTP attribute).

Traffic reduction percentages for a Peer Node and Application are used during routing in the
following ways:

* You can assign a Maximum Loss Percentage Threshold to a TTP. When this occurs, the
routing application does not select a Peer Node or Connection from a Route Group (or
select a Peer Node for Implicit Routing) if the TTP's Current Loss Percentage exceeds
this threshold.

*  When a traffic reduction request is received for a TTP, the routing application updates the
TTP Target ETR, which is used for ETR Throttling. ETR Throttling is applied after a Peer
Node or Connection is selected from a Route Group (or a Peer Node is selected by
Implicit Routing).

* When a message is diverted using a TTP ETR Throttling, the transaction is marked as
Diverted in the transaction PTR. When a transaction is marked as Diverted, any
subsequent Peer Nodes or Connections are excluded from being a candidate for routing
(or re-routing) the diverted transaction if it has a TTP with a non-zero Current Loss
Percentage.

* You can allow higher priority transactions to bypass routing constraints via the TTP
Override Message Priority Threshold attribute. This attribute is used in the following
circumstances:

— After a transaction has been categorized as Diverted, a Request is allowed to be
routed to a congested TTP if its priority is great than or equal to the TTP's Override
Message Priority Threshold attribute.

— After a Peer Node or Connection is selected from a Route Group (or a Peer Node is
selected by Implicit Routing), it bypasses a TTP ETR Throttling if all of the following
criteria are met:

*  An active TTP exists for the selected Peer Node/Connection and the Application
ID addressed by the transaction

*  You have assigned a value to the TTP's Override Message Priority Threshold
attribute

*  The Request message's priority is greater or equal to the TTP Override Message
Priority Threshold attribute

*  The TTP's OTR is less than or equal to the TTP Maximum ETR

" Note:

A TTP's OTR measurements include all transactions which are
associated with an active TTP, which includes both override priority and
NGN-PS transactions might be exempt from diversion.
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Traffic reduction requests from Peer Nodes within a Route Group can be aggregated
and used for making decisions about whether Route Groups within a Route List are
viable candidates for routing a transaction. Traffic reduction loss values for a group of
Connection or Peer Nodes are aggregated by the Traffic Throttle Group (TTG) to
which you assign a set of TTPs. The local TTG traffic reduction information is also
distributed to other Nodes within the network to assist them in making decisions about
sending traffic they cannot handle to the affected Node.

When a TTG is created and enabled for service, the routing application begins to
maintain an aggregated Current Loss Percentage for the TTG based upon the
Maximum ETR assigned to each TTP and the Current Loss Percentage for each TTP.
A TTG can be assigned to a Route Group within a Route List along with a maximum
loss threshold.

When you enable a TTG, the routing application does not select a Route Group from a
Route List when the following criteria are met:

e TTG is assigned to the Route Group within the Route List
e TTG admin state is Enabled

e TTG Current Loss Percentage exceeds the Maximum Loss Percentage Threshold
value assigned to the Route Group within the Route List

DOIC Capabilities Announcement (DCA)

The DOIC solution supports the ability for Diameter nodes to determine if other nodes
in the path of a request support the DOIC solution. The DOIC Capabilities
Announcement (DCA) procedure allows a DOIC Reacting Node to indicate which
DOIC capabilities it supports to a DOIC Reporting Node which, in turn, responds with
which capabilities it wants to use.

The DCA procedure is invoked only when a Request message is being forwarded to a
Peer Node for which DOIC has been enabled for the application ID to which the
message is addressed. The decision for determining whether an OC-Supported-
Features AVP should be appended occurs after the routing application has selected a
Connection for forwarding the Request. If the Peer Node associated with the selected
Connection has an active TTP associated with the Application ID in the Request
message, then:

* Append an OC-Supported-Features AVP to the forwarded Request message
containing the list of Abatement Algorithms assigned to the TTP by user
configuration.

e Save the TTP in the PTR.

A TTP is considered active, if for a transaction being forwarded to a Connection, the
following criteria are met:

e TTP exists for the Peer Node to which the Request is to be forwarded and the
Application-Id in the Request header, AND

e TTP's Dynamic Throttling Admin State is set to Enabled

e TTP's Operational Status is NOT set to Inactive

Each time the routing server receives an Answer message that can be associated with
a PTR, it checks if a TTP has been stored in the PTR. If not, then the routing server
ignores any DOIC AVPs in the message. If a TTP is stored in the PTR, then it
searches for DOIC AVPs in the Answer response if the following criteria are met:
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* TTP is still active (it may have changed between the time the Request was sent and the
Answer was received)

» Diameter Node which initiated the Answer (identified by the Origin-Host AVP) is the same
node associated with the TTP

If any of these validations fail, then the routing server ignores any DOIC AVPs in the
message.

DOIC Overload Reports (OLR)

A DOIC Reporting Node notifies a Reacting Node of a new or change to a previously
reported traffic overload condition by piggy-backing one or more OC-OLR AVPs in the
Answer response to a DCA procedure. If multiple OC-OLR are found, the routing application
only processes the first two OC-OLR found from the top of the Answer message and ignores
the balance. It is possible in the DOIC specification to receive two OLR in the same Answer
message, the only restriction is that they must have different values for the OC-Report-Type
AVP.

OLR AVP Validation and Processing

The OC-OLR is a Grouped AVP. AVPs can be grouped and embedded in the OC-OLR, and
they can be validated via the routing application. Optionally, you can define the amount of
time (in seconds) that the OLR is enforced. You can also (optionally) define the percentage of
the traffic reduction that is requested.

If a validation failure occurs with any AVP within the OC-OLR, the entire OLR is discarded. If
the OLR is valid, it is handled based upon the type of request as follows:

*  New overload report
e Update to an existing overload report

e Cancellation of an existing overload report

New OLR

The routing application considers an OLR to be a new request when the TTP Validity
Duration stored in the local TTP RT-DB is set to 0. The routing application could be in an
overload recovery state for the previously received OLR. When this occurs, the recovery
procedure is abandoned by stopping the DOIC Overload Recover timer. The new OLR is then
processed.

Cancel an Existing OLR

A Peer Node can cancel an active overload state by setting the OC-Reduction-Percentage to
0 or by setting the OC-Validity-Duration AVP to 0 seconds. Cancellation only applies if the
routing application is processing an OLR (TTP's Validity Duration greater than 0). A
cancellation is ignored if overload recovery is in progress (Operational Reason is Peer
Overload Recovery). If a cancellation is received while the TTP is in Peer Overload, the
routing application processes the request.

Modify an Existing OLR

An upstream Peer Node can update an in-progress overload condition. An update request
must contain a Sequence Number larger than the previously one sent. The routing
application treats an OLR as an update to an existing overload condition if the validation
criteria are met.
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DOIC Information Sharing within a Node

Traffic reduction requests from an upstream Peer Node can be sent to any DA-MP.
This information must be shared with all DA-MPs within the Node so that it can be
applied when routing transactions to the congested entity. When a routing application
instance on a DA-MP receives a DOIC OLR that modifies a TTP, the updated TTP
information is forwarded to all of its peer routing application instances within the Node
via a DOIC-OLR stack event.

Overload Recovery and Abatement

When an OLR received from a Peer Node expires or is cancelled, the routing
application must restore the traffic rate for the TTP to its maximum capacity. Rather
than abruptly reducing the TTP's Current Loss Percent to 0, the routing application
reduces the Current Loss Percent based upon a user-defined loss restoral rate defined
by the TTP attribute Abatement Recovery Rate.

DOIC and NGN-PS Interaction

Next Generation Network Priority Service (NGN-PS) allows National Security/
Emergency Preparedness (NSIEP) users (service users) to make priority calls/
sessions using the public networks. When the NGN-PS feature is enabled on a DSR
Node, DSR examines the content of ingress messages received from Diameter Peer
Nodes to determine if they qualify for priority treatment based upon a set of rules. See
Diameter System Options Elements. If priority treatment is required, the message is
assigned a priority of 4 and becomes inviolable, which means that it becomes exempt
from discard and bypasses all DSR ingress and egress congestion throttling controls.
The following exemptions are provided to inviolable message from DOIC throttling
constraints:

* Inviolable Request messages from a Route Group-TTG's Maximum Loss Percent
Threshold constraint are exempt.

* Inviolable Request messages from a Peer Node-TTP's Maximum Loss Percent
Threshold constraint are exempt.

* Any TTP ETR message throttling constraints for inviolable Request messages are
bypassed.

" Note:

NGN-PS transactions are never diverted by ETR throttling; therefore, any
existing diameter routing layer routing rules associated with DOIC-diverted
transactions do not apply.

Diameter Capacity Summary

ORACLE

The Diameter, and then Configuration, and then Capacity Summary page viewed
from the SOAM displays information about maximum allowed and currently configured
Diameter Configuration components.

The following information displays in each row of a read-only table:
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Configuration Item
The type of Diameter Configuration component

Max Allowed Entries
The maximum number of entries for that component that can be configured in Diameter.

Configured Entries
The number of entries for that component that are currently configured.

% Utilization
The percentage of the maximum number of entries for that component that are currently
configured.

Use the Diameter, and then Configuration, and then Capacity Summary page when
planning, configuring, and maintaining the Diameter Configuration.

Diameter Capacity Constraints

ORACLE

The following table shows the maximum values per NE and per configuration component.

Table 2-1 Maximum Values per NE and per Configuration Component
]

Constraint Name Description Value Related Notes
AVP Removal List Maximum AVP Removal 128 MaxAVPRemovalListPer
List managed object in a NE
NE
AVP Removal List Maximum number of 10 MaxAVPRemovalEntryP
entries AVP Removal List erList

entries in a AVP
Removal List managed

object
Application IDs Maximum number 1000 MaxConfiguredAppld
configured per network
element
Application IDs per set  Maximum number of 20 MaxConfiguredAppldper
Applds per set Set
Application Routing Maximum number 50000 MaxARTRulesPerNE
Rules configured per network
element
Application Routing Maximum number 50000 MaxARTRulesPerNE
Table Rules configured per network
element
Application Routing Maximum number of 100 MaxArtRulesWithContai
Table rules with ART rules with Contains nsPerArt
Contains operator operator
Application Routing Maximum number of 50 MaxCharArtCondWithC
Table rules with characters for a ontains
Contains operator parameter's value with

Contains operator in
condition of ART rule

Application Routing Maximum number of 1 MaxCondWithContainsP
Table with Contains conditions in an ART erArr
operator rule with Contains

operator
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Table 2-1 (Cont.) Maximum Values per NE and per Configuration Component

Constraint Name Description Value Related Notes
Application Routing Maximum number 500 MaxArtTablesPerNe
Tables configured per network
element
APN Radius Routing Maximum number of MaxApnRadiusRouting
Tables APNs in Radius Routing Rules
Table
CCNDC Mapping Maximum number of 2500 MaxCcNdcMappingPer
Entries CCNDC Mapping Ne
Entries
CEX Configuration Sets Maximum number that 2000 MaxConfiguredCEXSets
can be configured
Capacity Configuration ~ Maximum number that 1000 MaxCapacityCfgSets
Sets can be configured
Command Codes Maximum number that 1000 MaxConfiguredCmdCod
can be configured. e
Connection Alarm Maximum number of 100 MaxConnectionAlarmGr
Group configured Connection oupsPerNe
Alarm Groups per NE.
Connection Alarm Maximum number of 200 MaxConnsPerConnectio
Group Connections Connections in a nAlarmGroup
Connection Alarm
Group.
Connection Maximum number 2000 MaxConnConfigsPerNe
Configuration Sets configured per network
element
Connections Maximum number 16000 MaxConnsPerNe
configured per network
element
Connections per Peer Maximum number of 64 MaxConnsPerPeerNode
Node connections configured
per peer node
Connections per Route  Maximum number per 512 MaxConnsPerRouteGro
Group route group up
Connections with Maximum connections 500 MaxMsgThrottlingConne
Message Throttling that can have message ctions
Configuration Sets throttling configuration
sets assigned to them
DA-MPs Maximum number 16
configured per network
element
DNS Sets Maximum number 64 MaxDnsSetsPerSO
defined per SO
Dashboard Network Maximum number of 1 MaxDashboardNetwork
managed objects that s
can be defined
Dashboard Network Maximum number of 32 MaxDashboardNetwork
Element managed objects that Elements
can be defined
Diagnose Connections  Maximum number of 2 MaxDiagnoseConnectio

diagnosed connections
in test mode

ns
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Table 2-1 (Cont.) Maximum Values per NE and per Configuration Component

Constraint Name

Description Value

Related Notes

Diagnose PDUs

Diameter Identity GTA

Diameter Realm

Discovery Attributes

Dynamic Peer Discovery
Realms

ETG Pending
Transaction Limiting
Configuration Set

ETG Rate Limiting
Configuration Set

ETL Pending
Transaction Limiting
Configuration Set

ETL Rate Limiting
Configuration Set

Egress Message
Throttling Configuration
Sets

Egress Throttle Groups
Egress Throttle Lists

GTA Range to PC

HSS Real Hosthames
per Configuration Sets

Maximum number of 1
PDUs per test

connection for a single

diagnostic cycle

Maximum number of 5000
Diameter Identity GTA
records per network

Maximum number of 1000
records per network

Maximum number 100
defined per network

element

Maximum number of 100

Dynamic Peer Discovery
Realms defined at SO

Maximum number of 128
ETG Pending

Transaction Limiting

Configuration Set

defined at SO

Maximum number of 128
ETG Rate Limiting

Configuration Set

defined at SO

Maximum number of 128
ETL Pending

Transaction Limiting

Configuration Set

defined at NO

Maximum number of 128
ETL Rate Limiting

Configuration Set

defined at NO

User-configurable 50
Egress Message
Throttling Configuration

Sets per NE

Maximum number of 128
Egress Throttle Groups

Maximum number of 128
Egress Throttle Lists

Maximum number of 5000

GTA Range to PC
records per NE

Maximum number of 300
HSS Real Hosthames

per HSS Topology

Hiding Configuration

Sets that can be

configured

MaxDiagnosePdu

MaxDiamlds

MaxDiamRealms

MaxRealmsPerSO

MaxEtgsPendTransPerN
e

MaxEtgsRateCfgSetPer
Ne

MaxEtlsPendTransPerN
e

MaxEtlsRateCfgSetPer
Ne

MaxEtgsPerNe
MaxEtlsPerNe

MaxGtaRangetoPCPerN
etworkType

MaxHssRealHostnames
PerCfgSet
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Table 2-1 (Cont.) Maximum Values per NE and per Configuration Component

Constraint Name Description Value Related Notes
HSS Real Hostnames Maximum number of 50000 MaxHssRealHostnames
per NW HSS Real Hostnames in PerNw
the DSR network
Host Network Suffixes ~ Maximum number host 10 MaxHostNameSuffixes
name suffixes per path
topology hiding
configuration set
IP Addresses per Local Maximum number per 128 MaxlpsPerLocalNode
Node local node
IP addresses per Peer  IP addresses per peer 128 MaxIpsperpeernode
Node node
IPs per NAS node Maximum IPs allowed 4 MaxlpsPerNASNode
per NAS Node
Ingress Status-Server Maximum number of 100 MaxIngressStatusServer
Configuration Sets Ingress Status-Server CfgSet
Configuration Sets
allowed for a DSR node
List Maximum managed 128
objects in a DSR system
Local Nodes per Maximum number 48
Connection configured per
Local Nodes per NE Maximum number 48 MaxLocalNodesPerNe
configured per network
element
MCC Ranges Maximum number of 10 MaxConfiguredReserve
configured Reserved dMCCRanges
MCC Ranges
MME Real Hostnames  Maximum number of in 50000 MaxMMERealHostNam
the DSR network esPerNw
MME Real Hostnames  Maximum number of 300 MaxMMERealHostNam
per MME Topology MME Real Hostnames es
Hiding Configuration per MME Topology
Sets Hiding Configuration
Sets that can be
configured
MME/SGSN Topology ~ Maximum number of 500 MaxMMETHCfgSet
Hiding Configuration MME/SGSN Topology
Sets Hiding Configuration
Sets that can be
configured
Maintenance Screen Time interval in seconds 10 MaintenanceScreenRefr
Refresh Rate after which data is eshRate
refreshed on the
diameter maintenance
screens
MccMnc Mappings Maximum MccMnc 2500 MaxMccMncMappingPe
Mappings per NE rNe
Members in a Egress Maximum number of 128 MaxMembersPerEtg

Throttle Group

members in a Egress
Throttle Group
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Table 2-1 (Cont.) Maximum Values per NE and per Configuration Component

Constraint Name Description Value Related Notes
Message Authenticator Maximum number of 100 MaxMessageAuthCfgSe
Configuration Sets Message Authenticator t
Configuration Sets
allowed for a DSR node
Message Priority Maximum number of 50 MaxRulesPerMsgPriorit
Configuration Set Rules configured rules per yCfgSet
message priority
configuration set
Message Priority Maximum number of 20 MaxMsgPriorityCfgSet
Configuration Sets configured Message
Priority Configuration
Sets
Message Throttling Maximum number of 50 MaxMsgThrottlingCfgSe
Configuration Sets configured Message t
Throttling Configuration
Sets
Metric Threshold Maximum number of 32 MaxDashboardMTCfgS
Configuration Sets Metric Threshold ets
Configuration Sets that
can be user-defined
Mobile Country Codes  Maximum (Mcc) Mobile 2500 MaxMccPerNe
Country Codes per NE
NAS Nodes Maximum number of 16000 MaxNASNodes
NAS Nodes allowed for
a DSR node
Path Topology Hiding Maximum number 500 MaxPathTHCfgSet
Configuration Sets configured
Peer Node Alarm Group Maximum number of 100 MaxPeerNodeAlarmGro
configured Peer Node upsPerNe
Alarm Groups per NE.
Peer Node Alarm Group Maximum number of 200 MaxPeersPerPeerNode
Peer Nodes Peer Nodes in a Peer AlarmGroup
Node Alarm Group.
Peer Node Groups Maximum number of 2500 MaxPeerNodeGroups
Peer Node Groups that
can be configured
Peer Nodes per NE Maximum number 16000 MaxPeerNodesPerNe
configured per network
element
Peer Nodes per Route ~ Maximum Peer nodes 160 MaxPeersPerRouteGrou
Group per route group p
Peer Route Tables and  Maximum number of 20 MaxPrtTableDiameterAp
Application IDs Associations between pAssocs
Associations Application IDs and
Peer Route Tables
Peer Routing Rules Maximum number 50000 MaxPrtRulesPerNe

configured per network
element
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Table 2-1 (Cont.) Maximum Values per NE and per Configuration Component

Constraint Name Description Value Related Notes
Peer Routing Table rule  Maximum number of 50 MaxCharPrtCondWithC
with Contains operator  characters for a ontains
parameter's value with
Contains operator in
condition of PRT rule
Peer Routing Table rules Maximum number of 100 MaxPrtRulesWithContai
with Contains operator ~ PRT rules with Contains nsPerPrt
operator
Peer Routing Table with  Maximum number of 1 MaxCondWithContainsP
a condition in rule conditions in a PRT erPrr
rules with Contains
operator
Peer Routing Tables Maximum number of 500 MaxPrtTablesPerNe
configured Peer Route
Table
Pending Answer Timers Maximum number 16 MaxPendingAnswerTim
configured per network ers
element
Protected Network Maximum number of 500 MaxProtectedNetwork
Configuration Sets Protected Network that
can be configured
Reroute On Answer Maximum number of 1000 MaxRerouteOnAnsOrde
order pair combinations rPair
of Application ID and
answer result code
value that can cause a
request re-routing
Rf Message Copy Maximum number of 10000 MaxApnRfMsgCopy
APNs that need
message copy to the
Diameter MPN Proxy
Peer.
Route Groups Maximum number 6000 MaxRouteGroupsPerNe
configured per network
element
Route Groups per Route Maximum Route groups 5 MaxRouteGroupsPerRo
List per route list uteList
Route List/Route Group/ Maximum number 5000 MaxSharedTTGAssocP
Shared TTG across the entire DSR erNOAM
Associations network
Route Lists Maximum number 2000 MaxRouteListsPerNe
configured per network
element
Routing Option Sets Maximum number of 50 MaxRoutingOptionSets
configured Routing
Option Sets
S$6a/S6d HSS Topology Maximum number 500 MaxHSSTHCfgSet
Hiding Configuration configured
Sets
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Table 2-1 (Cont.) Maximum Values per NE and per Configuration Component

Constraint Name Description Value Related Notes
S9 AF/pCSCF Host Maximum number of S9 200000 MaxS9AfPcscfRealHost
Names AF/pCSCF Real sPerNw
Hostnames in the DSR
network
S9 AF/pCSCF Host Maximum number of S9 1200 MaxS9AfPcscfRealHost
Names per set AF/pCSCF Real sPerCfgSet
Hostnames per S9 AF/
pCSCF Topology Hiding
Configuration Sets that
can be configured
S9 AF/pCSCF Topology Maximum number of S9 500 MaxS9AfPcscfThCfgSet
Hiding Configuration AF/pCSCF Topology
Sets Hiding Configuration
Sets that can be
configured
S9 PCRF Host Names  Maximum number of S9 600 MaxS9PcrfRealHostna
per set PCRF Real Hostnames mesPerCfgSet
per S9 PCRF Topology
Hiding Configuration
Sets that can be
configured
S9 PCRF Real Host Maximum number of S9 100000 MaxS9PcrfRealHostna
Names PCRF Real Hostnames mesPerNw
in the DSR network
S9 PCRF Topology Maximum number that 500 MaxS9PcrfThCfgSet
Hiding Configuration can be configured
Sets
Server Ports Maximum Server Ports 10 RADIUS UDP Server
Per Peer Node Ports
Server Ports per Local  Maximum Server Ports 10 MaxServerPortsPerLoca
Node Per Local Node INode
Server Ports per Peer Maximum Server Ports 10 MaxServerPortsPerPeer
Node Per Peer Node Node
Shared Secret Sets Maximum number 16000 MaxSharedSecretCfgSe
allowed per network t
element
Shared Traffic Throttle ~ Maximum number that 1000 MaxSharedTTGPerDSR
Group can be marked as
shared under the control
of a single NOAM
Supported Vendor ID(s) Maximum number of 10 MaxSupportedVendorld
supported vendor IDs perSet
per set
Target Set Address Maximum number of 32 MaxTsasPerLocalNode
TSAs per local node
Test Connections Maximum number of 2 MaxTestConnections
test connections
Traces Maximum number of 100

configured Traces
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Table 2-1 (Cont.) Maximum Values per NE and per Configuration Component
]

Constraint Name Description Value Related Notes
Traffic Measurements Maximum supported 250
Route Groups for
measurement capturing
Traffic Throttle Group Maximum number 500 MaxTraficThrottleGroup
configured per network
element
Traffic Throttle Group Maximum TTG that can 10 MaxTTGperRGperRL
be associated with
Route Group within
Route List
Traffic Throttle Point Maximum number 500 MaxTraficThrottlePoint
allowed per network
element
Traffic Throttle Point Maximum number of 500 MaxTrafficThrottleCfgSe
Configuration Sets TTP Configuration Sets t
configured in a network
element
Traffic Throttle Point per Maximum number in a 20 MaxTraficThrottlePointP
Traffic Throttle Group Traffic Throttle Group erGroup
Transaction Maximum number of 1000 MaxTransactionCfgRule
Configuration Rules per configured Transaction PerSet
set Configuration Rules per
Transaction
Configuration Set
Transaction Maximum number of 100 MaxTransactionCfgSetP
Configuration Set configured Transaction erNe
Configuration Set
defined at SO
Transaction Maximum number of 1000 MaxTransactionCfgRule
Configuration Set Rules configured Transaction PerNe
Configuration Set Rules
defined at SO
Transport Layer Security Maximum number of 1000 MaxTlsCertificatesAllow
Certificates TLS certificates allowed ed
for a DSR node and
across DSR network
Trusted Network Lists Maximum number of 500 MaxTrustedNetworkList
Trusted Network Lists
that can be configured
Trusted Network Realm  Maximum number of 100 MaxTrustedNetworkReal
per Home Network Trusted Network Realm m

Realm

VRFID Radius Routing
Tables

per Home Network
Realm that can be
configured

Maximum number of
VRFIDs in Radius
Routing Table

10000

MaxVrfidRadiusRouting
Rules

ORACLE
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Connection Capacity Dashboard Functions

ORACLE

The functions of the Connection Capacity Validation feature are described in Validating
Diameter Connection Capacity. On the Diameter, and then Configuration, and then
Connection Capacity Dashboard GUI page, the current Connection configuration capacity
information for configured active DAMPs displays.

You can perform these tasks on an active System OAM (SOAM).
Each row on the page contains the information for one configured active DAMP.

The Diameter, and then Configuration, and then Connection Capacity Dashboard page is
view-only and has two tabs.

The Connections Table tab contains information about the currently configured Connections
for each DAMP in the NE. Fixed Connections and Floating IPFE Connections displays with
Floating IPFE Connections grouped by Target Set.

The Connection Reserved Ingress MPS Table tab contains the currently configured
Reserved Ingress MPS for each DAMP in the NE. The contribution of both Fixed Connections
and Floating IPFE Connections displays with Floating IPFE Connections grouped by Target
Set.

# Note:

The Connection Capacity Dashboard does not use field coloring; usage values at or
in excess of 100% are not flagged by cell coloring.

The following information displays for each configured active DA-MP when the Connections
Table tab is selected:

MP Server Hosthame
Hostname of the DAMP server.

Current Connection Usage (%)

The percentage of the total Connection capacity currently used, which is the sum of Fixed
Connections and Floating IPFE Connections allocated to the DAMP, divided by the total
Connection Capacity value.

It is theoretically possible for this usage value to exceed 100%; diameter does not prevent
over-configuration in certain scenarios (typically involving overlapping Target Sets, or a non-
overlapping Target Set whose DAMPs have significantly different numbers of Fixed
Connections assigned). For a given DAMP, if the number of Connections allocated to that
DAMP exceeds the DAMP's Maximum Connections count capacity (from the assigned MP
Profile), the Current Connection Usage (%) value exceeds 100%.

Current Reserved Ingress MPS Usage (%)

The percentage of scaled Engineered Ingress MPS capacity currently used.

This usage value is computed as the sum of Reserved Ingress MPS values for a DA-MP's
Fixed Connections and Floating IPFE Connections, divided by the Maximum Reserved
Ingress MPS value.

It is theoretically possible for this usage value to exceed 100%; diameter does not prevent
over-configuration in certain scenarios (typically involving overlapping Target Sets, or a non-

2-19



ORACLE

Chapter 2
Connection Capacity Dashboard Functions

overlapping Target Set whose DAMPs have significantly different numbers of Fixed
Connections assigned).

Connection Capacity
The DAMP's total Connection capacity.
The maximum connections value assigned to the DAMP in the MP Profile.

# Fixed Connections

The number of Fixed Connections currently configured for the DAMP.

For a given DAMP, the value displayed in the # Fixed Connections field should never
exceed the Connection Capacity.

If a DAMP has one or more configured Fixed Connections, then the value appears as
a hyperlink. The hyperlink opens the Diameter, and then Configuration, and then
Connections [Filtered] page, filtered to show only the Fixed Connections assigned
to the DAMP.

If the NE has Target Sets configured, then the following information appears (one
column for each Target Set) up to a maximum of 32 Target Sets:

TSn: # Floating IPFE Connections

A configured Target Set, where n is the Target Set number. The numbering of the
Target Sets is ascending, but might not be sequential.

The value displayed for a given DAMP and Target Set is the evenly-distributed
allocation of Floating IPFE Connections to each DAMP in the Target Set. If the evenly-
distributed allocation value is zero, then the value zero displays in the field.

The evenly-distributed allocation of Floating IPFE Connections is zero if there are
more DAMPs in the Target Set than Floating IPFE Connections configured for the
Target Set. In this case, to make it clear DAMP is part of the Target Set, the value
zero displays (instead of a blank field).

If a DAMP has no IPFE allocation for a defined Target set, the corresponding field is
blank.

The following information appears under the Connection Reserved Ingress MPS
Table tab:

MP Server Hosthname
Hostname of the DAMP server.

Current Connection Usage (%)

The percentage of the total Connection capacity currently used, which is the sum of
Fixed Connections and Floating IPFE Connections allocated to the DAMP, divided by
the total Connection Capacity value shown in the fourth column on the Connections
tab.

It is theoretically possible for this usage value to exceed 100%; diameter does not
prevent over-configuration in certain scenarios (typically involving overlapping Target
Sets, or a hon-overlapping Target Set whose DAMPs have significantly different
numbers of Fixed Connections assigned). For a given DAMP, if the number of
Connections allocated to that DAMP exceeds the DA-MP's Maximum Connections
count capacity (from the assigned MP Profile), the Current Connection Usage (%)
value exceeds 100%.

Current Reserved Ingress MPS Usage (%)

The percentage of scaled Engineered Ingress MPS capacity currently used.

This usage value is computed as the sum of Reserved Ingress MPS values for a
DAMP's Fixed Connections and Floating IPFE Connections, divided by the Maximum
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Reserved Ingress MPS value shown in the fourth column of the Connection Reserved
Ingress MPS Table tab.

It is theoretically possible for this usage value to exceed 100%; diameter does not prevent
over-configuration in certain scenarios (typically involving overlapping Target Sets, or a non-
overlapping Target Set whose DAMPs have significantly different numbers of Fixed
Connections assigned).

If the total Connection Reserved Ingress MPS for Connections allocated to a given DAMP
exceeds the DAMP's scaled Engineered Ingress MPS, the Current Reserved Ingress MPS
Usage (%) exceeds 100%

Maximum Reserved Ingress MPS

The DAMP's Engineered Ingress MPS value, located on the Diameter, and then Diameter
Common, and then MP Profile assigned to the DAMP, scaled by the Connection Reserved
Ingress MPS Scaling value located on the Diameter, and then Configuration, and then
System Options page.

Total Fixed Connection Reserved Ingress MPS

The sum of the Maximum Reserved Ingress MPS values for all Fixed Connections
configured to a DAMP.

For a given DAMP, the value displayed in the Total Fixed Connection Reserved Ingress
MPS field should not exceed the Maximum Reserved Ingress MPS value.

" Note:

There is one exception — a system already configured with Fixed Connections
having some non-zero Total Fixed Connection Reserved Ingress MPS value. If
the Connection Reserved Ingress MPS Scaling is decreased, thus decreasing the
scaled Engineered Ingress MPS on every DAMP in the system, it is possible the
new lowered Maximum Reserved Ingress MPS is less than the already-
configured Total Fixed Connection Reserved Ingress MPS.

If a DAMP has no Fixed Connections assigned to it, then the corresponding field shows a
value of zero.

If the NE has Target Sets configured, then the following information appears following the tab
columns (one column for each Target Set) up to a maximum of 32 Target Sets:

TSn: # Floating IPFE Connections Reserved Ingress MPS
A configured Target Set, where n is the Target Set number. The numbering of the Target Sets
is ascending, but might not be sequential.

# Note:

The IPFE GUI does not require Target Sets to be configured sequentially. For
example, you can define Target Sets 4, 11, 12, and 32. The Dashboard page
always shows only the configured Target Sets, from the smallest configured
number to the largest configured number.
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The value displayed for a given DAMP and Target Set field is the evenly-distributed
allocation of Floating IPFE Connections' Reserved Ingress MPS to each DAMP in the
Target Set. If the evenly-distributed allocation value is zero, then the value zero
displays in the field.

The evenly-distributed allocation of Floating IPFE Connections is zero if all of the
Floating IPFE Connections configured for the Target Set have Reserved Ingress MPS
values of zero. In this case, to make it clear DAMP is part of the Target Set, the value
zero displays (instead of a blank field).

If a DAMP has no Floating IPFE allocation for a defined Target set, the corresponding
field is blank.

If a DA-MP has one or more Floating IPFE Connections allocated to it for a given
Target Set, the value is displayed as a hyperlink. When clicked, the Diameter, and
then Configuration, and then Connections [Filtered] page opens, filtered to show
only those Floating IPFE Connections assigned to the Target Set. Because Floating
IPFE Connections are not configured to a particular DAMP, this filtered display cannot
show a DAMP allocation; it instead shows all Floating IPFE Connections in the Target
Set.

The Connection Reserved Ingress MPS Scaling value, from the Diameter, and then
Configuration, and then System Options page, is the percent of DAMP Engineered
Ingress MPS used by each DAMP when validating the Reserved Ingress MPS for a
newly received Floating IPFE Connection. A newly received Floating IPFE Connection
is rejected if the total Connection Reserved Ingress MPS for Fixed Connections and
already established Floating IPFE Connections would exceed the DAMP's
Engineered Ingress MPS, scaled by this value.

DA-MP and Target Set Associations

The DAMPs that are included in a Target Set (TS) are easily identified because they
always have a number in the Dashboard cell that is the intersection of the DAMP and
Target Set.

» If there are no Floating IPFE Connections yet defined for a TS, each DAMP in the
TS still shows a value of zero on both the Connections Table and Connection
Reserved Ingress MPS Table tabs.

» If there are fewer Floating IPFE Connections defined for a TS than DAMPs
assigned to the TS, the evenly-distributed value shown on the Connections tab is
zero. Each included DAMP shows a value of zero for the Target Set.

» If all Floating IPFE Connections in a Target Set have Maximum Reserved
Ingress MPS values of zero, then each DAMP included in the TS shows a value
of zero on the Connection Reserved Ingress MPS Table tab.

Overlapping Target Sets can be easily identified on the Dashboard by looking for
DAMPs that have a value for more than one Target Set.

» If a given DAMP shows no number for any Target Set, that DAMP is not included
in any Target Set; therefore, it cannot host Floating IPFE Connections.

» If a given DAMP shows a number for just one Target Set, that DAMP is not
overlapped in more than one Target Set.

» If a given DAMP shows a number for more than one Target Set, then all Target
Sets that include the DAMP overlap.
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Validating Diameter Connection Capacity

ORACLE

The Connection Capacity Validation function validates and limits the configuration of
Diameter connections to better ensure the configuration does not violate the Connection
Count or Reserved Ingress MPS capacity limitations of the DA-MP servers that handle
connections in real time.

Validation of the number of Connections and Reserved Ingress MPS occurs in response to
changes to the configuration of Connections and Capacity Configuration Sets. Such changes
reduce the available connection capacity and must be validated before they can be allowed.
(Actions that increase Connection capacity rather than reduce it do not require validation.)

Connection Capacity Validation has no direct impact on the operation of any given DA-MP at
run time or on IPFE servers. See Connections.

The following definitions apply in this document:

Target Set
A collection of DA-MP servers, any one of which the IPFE server can select to establish a
Floating IPFE Diameter connection.

Non-overlapping Target Set
A Target Set where DA-MPs do not appear in any other configured Target Set.

Overlapping Target Sets
If any single DA-MP appears in more than one Target Set, then those Target Sets overlap
the DA-MP, sharing its capacity resources.

Connection Capacity Validation behaves according to the following general principles:

»  The weighting of DA-MPs within a Target Set is assumed to be equal for the purposes of
all connection configuration validations.
Any non-equal weighting of DA-MPs within a Target Set (achieved through IPFE server
configuration) is of no consequence to Connection Capacity Validation at configuration
time.

*  Over-configuration of both Connection Counts and Reserved Ingress MPS is possible in
certain circumstances. No alarms or other active notifications are generated.

— For a system having no Floating IPFE Connections, no over-configuration can occur
under any circumstances.

— For a system having one or more Target Sets that do not overlap each other, no over-
configuration can occur (with the possible exception of upgrading an already over-
configured system).

— For a system having two or more Target Sets that overlap each other in any way,
over-configuration can occur because the application does not prevent configuration
changes when overlapping Target Sets are involved.

» Diameter and Connection Capacity Validation prevent or do not prevent configuration
changes under the following conditions:

— Diameter does not prevent connection configuration changes that involve the DA-
MPs in overlapping Target Sets. The complexities of overlapping Target Sets make it
difficult to determine over-configuration conditions when a diameter routing with
overlapping Target Sets is near or at capacity. If there are also non-overlapping
Target Sets, prevention of changes affecting non-overlapping Target Sets is still
enforced.
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— When only a single non-overlapping Target Set is involved, diameter routing
prevents connection configuration changes that cause the Target Set's
capacity to be exceeded.

— When there are no Target Sets involved at all - meaning there are no Floating
IPFE Connections, only Fixed Connections - diameter routing prevents
connection configuration changes that could cause the individual DA-MP
hosting the subject Fixed Connection to exceed its capacity.

* The TS#: Floating IPFE Connection Reserved Ingress MPS value (percent) is
applied to a DA-MPs total Engineered Ingress MPS. The TS#: Floating IPFE
Connection Reserved Ingress MPS value is effectively a scaling factor on the
total Reserved Ingress MPS that can be configured for a DA-MP, encompassing
the contributions of both Floating IPFE and Fixed Connections.

* When dealing with a non-overlapping Target Set, the configuration capacity of the
constituent DA-MPs can be thought of as pooled. Even though Floating IPFE
Connections are typically considered to be evenly-distributed across all the DA-
MPs in the Target Set (within a non-overlapping Target Set), capacity from one
DA-MP can be borrowed and loaned to another DA-MP for the purposes of
validating capacity changes. (This has no effect on the actual distribution of
Floating IPFE Connections by the IPFE server.)

This situation can occur if the number of Fixed Connections varies significantly
among DA-MPs in the non-overlapping Target Set. In that case, much of one DA-
MP's capacity is taken up by Fixed Connections, which means there is less room
for Floating IPFE Connections. But if another DA-MP in the non-overlapping Target
Set has fewer Fixed Connections, it has more room for Floating IPFE
Connections. The capacity on the DA-MP with fewer Fixed Connections can be
used for Floating IPFE Connections.

TS#: Floating IPFE Connection Reserved Ingress MPS

Because only the Client Diameter Connections are configured with non-zero Reserved
Ingress MPS, TS#: Floating IPFE Connection Reserved Ingress MPS values
(Scaling Factor) greater than 50% introduce the potential for a DA-MP to accept
sufficient Floating IPFE Connections that could result in the total ingress MPS
processed by the DA-MP (including ingress MPS on non-IPFE Connections)
exceeding the DA-MP's Engineered Ingress MPS rating.

* If only Floating IPFE Connections have non-zero Reserved Ingress MPS defined,
and non-IPFE Connections have a zero Reserved Ingress MPS, the configuration
restriction of the Scaling Factor = 50% enables the system to behave optimally.

» If non-IPFE Connections have non-zero Reserved Ingress MPS defined, then the
maximum Reserved Ingress MPS available for all DA-MP Connections is limited
by scaled Engineered Reserved Ingress MPS of the DA-MP.

Therefore, the Scaling Factor does in fact limit the total Connection Reserved Ingress
MPS on a DA-MP. The intended deployment is that all Fixed Connections have a
Reserved Ingress MPS value of zero so the Scaling Factor value of 50% affects only
IPFE Connections.

Assumptions and Limitations
Connection Capacity Validation has the following assumptions and limitations:
e Configuration validation decisions never include run time or status information.

e The allocation of Floating IPFE Connection configurations within a Target Set is
always evenly-distributed across the DA-MPs in the Target Set.
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Even in valid configurations, it is possible that Connections cannot be established at run
time due to Ingress MPS variations.

— If Connections are running near capacity (for example, above Reserved but below or
at Maximum Ingress MPS), a DA-MP may not be able to establish a Connection that
is part of a properly-configured system.

— Due to the even distribution mathematics, it is also possible for an IPFE Target Set to
have sufficient Reserved Ingress MPS capacity overall, but any given DA-MP does
not have sufficient capacity to establish a given IPFE Connection whose Reserved
Ingress MPS is sufficiently high.

This becomes more likely as the total Connection Reserved Ingress MPS
approaches the capacity of the Target Set.

Connection Capacity Validation does not take into account unequal weighting of DA-MPs
within an IPFE Target Set.

Weighting is primarily a Connection establishment factor. Weighting does not affect the
Connection capacity of any individual DA-MP or the total capacity of a Target Set.

Over-Configuration Considerations

Connection Capacity Validation has the following over-configuration considerations:

Over-configuration of both Connection Counts and Connection Reserved Ingress MPS is
possible and explicitly allowed when overlapping Target Sets are present.

Running a release earlier than version 5.0, which is already over-configured in some way,
remains over-configured after upgrade to version 5.0 or later.

There are no alarms or other active notifications generated by the system to indicate
Connection Count or Connection Reserved Ingress MPS over-configurations.

View the Connection Capacity Dashboard page to check the state of the current
Connection/DA-MP configuration. This is a passive natification.

Over-configuration has no direct impact on the behavior of the DA-MP software when
establishing connections. The Connection Capacity Validation feature is a configuration-
only feature; the logic used by the DA-MPs to determine if any given Connection
establishment request can be honored is unaffected by Connection Capacity Validation
updates.

The ability for a DA-MP to run traffic in excess of the scaled engineered Ingress MPS
value is unaffected by Connection Capacity Validation updates.

Systems having a Scaling Factor of 50% before upgrade retains the 50% value after
upgrade. In older systems, this Scaling Factor was not used in configuration validation. It
is possible for an older system to be over-configured immediately after upgrade, with no
change in configuration.

Look at the Diameter, and then Configuration, and then Connection Capacity
Dashboard GUI page on tab Connection Reserved Ingress MPS Table to see if the
Maximum Reserved Ingress MPS (for the capacity), Total Fixed Connection
Reserved Ingress MPS, Total Fixed Connection Reserved Ingress MPS, and
Floating Connections Reserved Ingress MPS columns show any over-configuration.

Using Application IDs to Identify Diameter Applications

An Application 1D, along with an Application Name, is used to uniquely identify a Diameter
application.

You can perform these tasks on an Active System OAM (SOAM).

ORACLE
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The Internet Assigned Numbers Authority (IANA) lists standard and vendor-specific
Application IDs on the iana.org website. On the website:

Select Protocol Assignments

Scroll to locate the Authentication, Authorization, and Accounting (AAA)
Parameters heading

Select Application IDs

The Application ID fields are described in Diameter Application IDs Elements.

On the Diameter, and then Configuration, and then Application IDs page, you can:

Filter the list of Application IDs to display only the desired Application IDs.
Click Insert.

On the Diameter, and then Configuration, and then Application IDs [Insert]
page, you can add a new Diameter Configuration Application ID and its values.
See Adding an Application ID.

If the maximum number of Application IDs (1000) already exists in the system,
then the Diameter, and then Configuration, and then Application IDs [Insert]
page does not display and an error message appears.

Select an Application ID and click Edit.

On the Diameter, and then Configuration, and then Application IDs [Edit] page,
you can edit the selected Application ID. See Editing an Application ID.

Select an Application ID and click Delete to delete the selected Application ID.
See Deleting an Application ID.

Diameter Application IDs Elements

Table 2-2 describes the elements on the Application IDs View, Insert, and Edit pages.

ORACLE

< Note:

Data Input Notes apply to the Insert and Edit pages only; the View page is
read-only.
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Table 2-2 Application IDs Elements
]

Element Description Data Input Notes

Application ID Value Identifies a specific Diameter Format:
Application ID value that is e List of available Application
placed in the Application ID AVP. IDs
The Application ID field is Default: -Select-
required, must be unique, and . Input text box; numeric,
cannot be edited after it is maximum 10 digits
created. Range:

- 1-16777215 for
Standard Application
IDs

- 16777216 -
4294967294 for Vendor-
specific Application IDs

— 4294967295 for Relay

Name Application ID Name value Format: Input text box; case-

sensitive; alphanumeric and
underscore; cannot start with a
digit and must contain at least
one alpha

Range: 1 - 32 characters

Adding an Application ID

Use this task to configure a new Application ID.

The fields are described in Diameter Application IDs Elements.

1.
2.

Click Diameter, and then Configuration, and then Application IDs.
Click Insert.

If the maximum number of Application IDs (1000) is already configured in the system,
then the Diameter, and then Configuration, and then Application IDs [Insert] page
does not display and an error message appears.

Enter a unique Name for the Diameter Application.

Select an Application ID Value from the list or enter a unique value in the text box to
identify a specific Diameter Application.

Application ID is required.

Click OK, Apply, or Cancel.

Editing an Application ID

Use this procedure to change the Name for a selected Application ID. (The Application ID
Value field cannot be changed.)

ORACLE

The fields are described in Diameter Application IDs Elements.

When the Diameter, and then Configuration, and then Application IDs [Edit] page displays
the fields are populated with the currently configured values.
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Click Diameter, and then Configuration, and then Application IDs.
Select the Application ID row to be edited.

Click Edit.

Change the Name for the selected Application ID.

g H @ b P

Click OK, Apply, or Cancel.

Deleting an Application ID

Use the following procedure to delete an Application ID.

# Note:

You cannot delete an Application ID if it is associated with any of the
following Configuration components:

e CEX Configuration Sets

e Transaction Configuration Sets

* Peer Route Table Rules

e Application Route Table Rules

e Message Priority Configuration Sets
e Applications such as RBAR and FABR

1. Click Diameter, and then Configuration, and then Application IDs.
2. Select the Application ID to be deleted.

3. Click Delete.

4. Click OK or Cancel.

Diameter CEX Parameters

ORACLE

Configure CEX Capabilities Exchange) Parameters to associate an application type
and vendor ID with a Diameter Application. If specified, the vendor ID is placed in the
Vendor ID AVP.

You can perform these tasks on an Active System OAM (SOAM).

On the Diameter, and then Configuration, and then CEX Parameters page, you can
perform the following actions:

« Filter the list of Application IDs to display only the desired Application IDs.

e Sort the list entries in ascending or descending order by Application ID, Application
ID Type, or Vendor ID by clicking the column heading. By default, the list is sorted
by Application ID in ascending ASCII order.

e Click an Application ID in the list to go the Application ID configuration page for
that application.

e See Adding CEX Parameters to assign a new set of CEX Parameters to an
Application ID.

2-28



Chapter 2
Diameter CEX Parameters

* See Editing CEX Parameters to edit the CEX Parameters for the selected Application ID.

» See Deleting CEX Parameters to delete the CEX Parameters for the selected Application

ID.

Diameter CEX Parameters Elements

Table 2-3 describes the fields on the CEX Parameters View, Insert, and Edit pages. Data
Input Notes apply only to the Insert and Edit pages; the View page is read-only.

Table 2-3 CEX Parameters Elements

Field (* indicates a required
field)

Description

Data Input Notes

* Application ID

Application ID Type

Vendor-Specific Application ID

Vendor ID

Used to identify a specific
Diameter application.

The Application ID value is

placed in the Application ID AVP.

e 0-16777215 for Standard
Application IDs

e 16777216 - 4294967294 for
Vendor-specific Application
IDs

e 4294967295 for Relay
Type of Application ID.

If checked, the Vendor ID and the
Application ID are grouped in a
Vendor-specific Application ID
AVP.

A Vendor ID value for this
Vendor-Specific Application ID.

The Vendor ID is placed in the
Vendor ID AVP.

The Vendor-Specific Application
ID checkbox must be checked
before a value can be entered in
this field.

Format: list

Range: Select from the
configured Application IDs

Format: Options

Range: Authentication,
Accounting

Format: checkbox
Range: checked, unchecked
Default: unchecked

Format: numeric
Range: 1 - 4294967295

Adding CEX Parameters

Use this task to add CEX Parameters to an Application ID.

ORACLE

The fields are described in Diameter CEX Parameters Elements.

Click Insert.

o o p W NP

Select an Application ID from the list.

Set the Application ID Type.

Click Diameter, and then Configuration, and then CEX Parameters.

If appropriate, check the Vendor Specific Application ID check box.
If you checked Vendor Specific Application ID, specify the Vendor ID.
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7. Click OK, Apply, or Cancel.

Editing CEX Parameters

Use this procedure to change the Application ID Type, Vendor-Specific ID, or Vendor
ID for a selected Application ID. (The Application ID field cannot be changed.)

The fields are described in Diameter CEX Parameters Elements.

When the Diameter, and then Configuration, and then CEX Parameters [Edit] page
opens, the fields are populated with the current configured values.

< Note:

If a CEX parameter is being used by a connection (Enabled/disabled) it
cannot be edited.

Click Diameter, and then Configuration, and then CEX Parameters.
Select the Application ID row to be changed.
Click Edit.

Change the Application ID Type, Vendor-Specific ID, or Vendor ID for the
selected Application ID.

P ® NP

The Vendor ID must be unique.

5. Click OK, Apply, or Cancel.

Deleting CEX Parameters

Use the following procedure to delete CEX Parameters associated with an Application
ID.

# Note:

CEX Parameters cannot be deleted if the Application ID is associated with a
CEX Configuration Set or being used in a connection.

1. Click Diameter, and then Configuration, and then CEX Parameters.
2. Select the Application ID for which you want to delete CEX Parameters.
3. Click Delete.
A popup window appears to confirm the delete.
4. Click OK or Cancel.

Diameter Command Codes

The Command Code is one of the parameters contained in a Diameter Message. In
the Command Codes configuration section, you can define the Command Code values
that can be used in Peer Routing Rules and Application Routing Rules.
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You can perform these tasks on an Active System OAM (SOAM).

An (Extended) Command Code is a command code extension that includes the following
attributes:

e Command Code (parent Command Code)
e AVP Code
e AVP Data value

This broadens the definition of Diameter Command Codes to include an additional
application-specific single Diameter or 3GPP AVP content per Command Code. A format
example might be 272.416.1 = CCR/CCA-L.

# Note:

All (E)CCs are predefined and preloaded into the configuration.

(E)CCs are synonymous with CCs, as a GUI element and as a reference for other managed
objects. After (E)CCs are configured on the Command Codes page, they are listed as
choices on the Inserting Rule for Application Route Table, Inserting Rule for Peer Route
Table, Transaction Configuration Sets [Insert], and Message Priority Configuration Sets
[Insert] pages.

# Note:

A parent CC or Base CC is a Command Code without AVP code and Data
extensions. All (E)CCs are extensions of any of the configured base command
codes.

On the Diameter, and then Configuration, and then Command Codes page, you can
perform the following actions:

*  Filter the list of Command Codes to display only the desired Command Codes.

* Sort the list entries in ascending or descending order by Command Code or Command
Code Name by clicking the column heading. By default, the list is sorted by Command
Code in ascending numerical order. When comparing two cell values in the Command
Code column for sorting, the Command Code part of the cell values are compared
followed by AVP Code part of the cell values followed by AVP Value part of the cell
values. If the AVP Code and AVP Value part is missing for a cell value, it is considered as
zero for the comparison.

e Click Insert.

On the Diameter, and then Configuration, and then Command Codes [Insert] page,
you can add a new Command Code. See Adding a Command Code. If the maximum
number of Command Codes (1000) already exists in the system, then the Diameter, and
then Configuration, and then Command Codes [Insert] page does not appear and an
error message displays.

* Select a Command Code in the list and click Edit.

On the Diameter, and then Configuration, and then Command Codes [Edit] page, you
can edit the selected Command Code. See Editing a Command Code.
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* Select an Command Code in the list and click Delete to remove the selected
Command Code. See Deleting a Command Code.

# Note:
Delete is disabled for (E)CCs.

Diameter Command Codes Elements

Table 2-4 describes the fields on the Command Codes View, Insert, and Edit pages.
Data Input Notes apply only to the Insert and Edit pages; the View page is read-only.

Table 2-4 Command Codes Elements

Field (* indicates a required
field) Description Data Input Notes

* Name Command Code Name Format: case-sensitive;
alphanumeric and underscore
(); cannot start with a digit
and must contain at least one
alpha

Range: 1 - 32 characters

* Command Code Identifies the command or Format: List or numeric

extended command code Range: Select from predefined
associated with the message. command Codes or enter a

Note: Only loaded, predefined numeric value: 0 - 16777215
ECC values display. Default: none

Adding a Command Code

Use this task to configure a new Command Code.
The fields are described in Diameter Command Codes Elements.

1. Click Diameter, and then Configuration, and then Command Codes.
2. Click Insert.

If the maximum number of Command Codes (1000) has already been configured
in the system, then the Diameter, and then Configuration, and then Command
Codes [Insert] page does not open and an error message appears.

3. Enter a unique Command Code Name for the Command Code.

4. Select a Command Code from the menu or enter a unique value to identify a
specific Command Code (Command Code is required.)

5. Click OK, Apply, or Cancel.

Editing a Command Code

Use this procedure to change the Command Code Name for a selected Command
Code. (The Command Code field cannot be changed.)
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The fields are described in Diameter Command Codes Elements.

When the Diameter, and then Configuration, and then Command Codes [Edit] page
opens, the fields are populated with the current configured values.

1. Click Diameter, and then Configuration, and then Command Codes.

2. Select the Command Code row to be changed.

3. Click Edit.

4. Change the Command Code Name for the selected Command Code.
The Name must be unique.

5. Click OK, Apply, or Cancel.

Deleting a Command Code

Use the following procedure to delete a Command Code.

< Note:

(E)CCs cannot be deleted.

A Command Code cannot be deleted if it is associated with any of the following Configuration
components:

e Peer Routing Rule

*  Application Routing Rule

* Message Priority Configuration Set
A FABR or RBAR Address Resolution

e Transaction Configuration Sets

1. Click Diameter, and then Configuration, and then Command Codes.
2. Select the Command Code to delete.
3. Click Delete.
A popup window appears to confirm the delete.
4. Click OK or Cancel.

Diameter Configuration Sets

ORACLE

Configuration Sets provide a mechanism for adjusting a connection to account for the
network quality of service and Peer Node requirements. You can create a Connection
Configuration Set with specific SCTP, Diameter, and TCP options and then assign it to a
connection. The options are described in Configuration Sets Elements. Each connection
references a single Connection Configuration Set.

You can perform these tasks on an Active System OAM (SOAM).

The application has a default Connection Configuration Set called Default. The Default
Connection Configuration Set options can be modified, but the Default Connection
Configuration Set cannot be deleted. When you create a new Connection Configuration Set
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the values of the Default Connection Configuration Set are automatically populated
into the new Connection Configuration Set, allowing you to easily create a new
Connection Configuration Set that needs to have only a few options adjusted.

On the Connection Configuration Sets page, you can perform the following actions:

Filter the list of Connection Configuration Sets to display only the desired
Connection Configuration Sets.

Sort the list by column contents in ascending or descending order by clicking the
column heading. The default order is by Connection Configuration Set Name in
ascending ASCII order.

Click a tab to display the options for the Connection Configuration Set on that tab.
The Connection Configuration Set Name remains on the left of the page when
the page is scrolled to the right to view all of the options.

Click Insert.

On the Connection Configuration Sets [Insert] page, you can add a new
Connection Configuration Set and its options. See Adding Configuration Sets.

If the maximum number of Connection Configuration Sets per Network Element
(2000) already exist in the system, then the Connection Configuration Sets [Insert]
page does not appear and an error message displays.

Select a Connection Configuration Set Name in the list and click Edit.

On the Connection Configuration Sets [Edit] page, you can edit the selected
Connection Configuration Set. See Editing Configuration Sets.

If at least one connection that uses the Connection Configuration Set is in the
Enabled Admin state, then the Connection Configuration Sets [Edit] page does not
open.

Select a Connection Configuration Set Name in the list and click Delete to remove
the selected Connection Configuration Set.

The Default Connection Configuration Set cannot be deleted. See Deleting
Configuration Sets.

" Note:

You perform these tasks on the following Connection Configuration Sets
tabs:

e SCTP Options

e Diameter Options
e TCP Options

e RADIUS Options

Diameter Connection Configuration Sets

Configuration Sets provide a mechanism for adjusting a connection to account for the
network quality of service and Peer Node requirements. You can create a Connection
Configuration Set with specific SCTP, Diameter, and TCP options and then assign it to

ORACLE
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a connection. The options are described in Configuration Sets Elements. Each connection
references a single Connection Configuration Set.

You can perform these tasks on an Active System OAM (SOAM).

The application has a default Connection Configuration Set called Default. The Default
Connection Configuration Set options can be modified, but the Default Connection
Configuration Set cannot be deleted. When you create a new Connection Configuration Set
the values of the Default Connection Configuration Set are automatically populated into the
new Connection Configuration Set, allowing you to easily create a new Connection
Configuration Set that needs to have only a few options adjusted.

On the Connection Configuration Sets page, you can perform the following actions:

»  Filter the list of Connection Configuration Sets to display only the desired Connection
Configuration Sets.

»  Sort the list by column contents in ascending or descending order, by clicking the column
heading. The default order is by Connection Configuration Set Name in ascending
ASCII order.

» Click a tab to display the options for the Connection Configuration Set on that tab. The
Connection Configuration Set Name remains on the left of the page when the page is
scrolled to the right to view all of the options.

e Click Insert.

On the Connection Configuration Sets [Insert] page, you can add a new Connection
Configuration Set and its options. See Adding Configuration Sets.

If the maximum number of Connection Configuration Sets per Network Element (2000)
already exist in the system, the Connection Configuration Sets [Insert] page does not
appear and an error message displays.

* Select a Connection Configuration Set Name in the list and click Edit.

On the Connection Configuration Sets [Edit] page, you can edit the selected Connection
Configuration Set. See Editing Configuration Sets.

If at least one connection that uses the Connection Configuration Set is in the "Enabled"
Admin state, the Connection Configuration Sets [Edit] page does not open.

» Select a Connection Configuration Set Name in the list and click Delete to remove the
selected Connection Configuration Set.

The Default Connection Configuration Set cannot be deleted. See Deleting Configuration
Sets.

¢ Note:
You perform these tasks on the following Connection Configuration Sets tabs:
e SCTP Options
e Diameter Options
e TCP Options
* RADIUS Options
e Priority Options
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Table 2-5 describes the fields on the Connection Configuration Sets View, Edit, and
Insert pages. Data input notes apply only to the Insert and Edit pages; the View page

is read-only.

# Note:

RCL.

Table 2-5 Configuration Sets Elements

You must assign a Connection Configuration Set attribute to each RADIUS
Connection. When this attribute is assigned to a local node, it is ignored by

Field (* indicates required

field) Description Data Input Notes
* Connection Configuration Unique name of the Case-sensitive string:
Set Name Connection Configuration Set. alphanumeric and underscore

* Retransmit Initial Timeout
(ms)

* Retransmit Minimum
Timeout (ms)

ORACLE

SCTP Options
Expected average network

round-trip time in milliseconds.

This is used to initialize the
round-trip time value when an
association is started but the
round-trip time has not yet
been measured. The round-
trip time is used by SCTP in
calculating when to retransmit
chunks.

Note: The parameter with the
Local Node's Connection
Configuration Set is used by
the peer-initiated (responder)
connection.

Minimum amount of time to
wait for an acknowledgment

for a message sent. This value

prevents the retransmit
timeout from becoming too
small in networks with a very
short round-trip time.

(); must contain at least one
alpha and cannot begin with a
digit.

Range: 1 - 32 characters

Format: numeric
Range: 10 - 5000
Default: 120

Format: numeric
Range: 10 - 5000
Default: 120
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Field (* indicates required
field) Description Data Input Notes

* Retransmit Maximum Maximum amount of time to Format: numeric
Timeout (ms) wait for an acknowledgment  Range: 10 - 10000
for a message sent.

This value places an upper
bound on the exponential
back-off algorithm used by
SCTP for retransmission
timing. After this retransmit
interval is reached, retransmits
are sent at a constant rate
until an ACK is received or the
maximum attempts is reached.

Default: 120

* Retransmit Maximum Maximum amount of time to Format: numeric
Timeout for INIT (ms) wait for an INIT to be Range: 0, 10 - 10000
acknowledged. Default: 120

This value overrides the
Retransmit Maximum Timeout
for INITs and is used to bound
the initial setup time.

A value of 0 indicates the
Retransmit Maximum Timeout
is used for INITs as well.

Note: The parameter with the
Local Node's Connection
Configuration Set is used by
the peer-initiated (responder)
connection.

* Number of Retransmits Number of consecutive Format: numeric

Triggering Path Failure unsuccessful retransmits that  Range: 1 - 10
cause a path of the SCTP
association to be marked as
failed.

This value indicates how many
SCTP retransmission attempts
should be made to each
destination of an SCTP
association before marking the
destination as failed.

Default: 3

This value must be less than
the Number of Retransmits
Triggering Association Failure
value.
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_______________________________________________________________________|
Field (* indicates required

field) Description Data Input Notes
* Number of Retransmits Number of consecutive Format: numeric
Triggering Association Failure retransmits that cause an Range: 1 - 20

SCTP association to be
marked as failed. This value
indicates how many SCTP
retransmission attempts
should be made to all
destinations for an SCTP
association before marking the
association as failed.

Default: 5

This value should not be
greater than the sum of the
retransmit attempts for all
destinations within the
association.

* Number of Retransmits Number of consecutive Format: numeric

Triggering Init Failure retransmits for INIT and Range: 1 - 20
COOKIE-ECHO Chunks that
cause an SCTP connection to
be marked as failed. This
value indicates how many
retransmission attempts
should be made to the primary
SCTP address for INIT and
COOKIE-ECHO Chunks
before marking the connection
as failed.

Default: 8

Note: The parameter with the
Local Node's Connection
Configuration Set is used by
the peer-initiated (responder)
connection.

* SACK Delay (ms) The number of milliseconds to Format: numeric
delay after receiving a DATA  Range: 1 - 200
Chunk and before sending a
SACK.

A non-zero value for SACK
Delay gives the application
time to bundle DATA Chunks in
the same SCTP datagram with
the SACK, thereby reducing
the number of packets in the
network. Setting SACK Delay
to zero disables this delay so
that SACKSs are sent as
quickly as possible.

Default: 10
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Field (* indicates required

field) Description Data Input Notes
* SCTP Heartbeat Interval The number of milliseconds Format: numeric
(ms) between sending SCTP Range: 0, 100 - 300000

* Socket Send Buffer Size
(bytes)

* Socket Receive Buffer Size

(bytes)

* Maximum Burst

* Max Number of Inbound
Streams

ORACLE

HEARTBEAT messages to a
Peer.

Heartbeat messages are sent
only when no user data has
been sent for the duration of
the Heartbeat Interval.

Setting the Heartbeat Interval

to 0 disables heartbeating (not

recommended).

Socket send buffer size for
outgoing SCTP messages.

The send buffer size must be
greater than or equal to the
product of the bandwidth and
the round trip delay for the
association.

Note: The parameter with the
Local Node's Connection
Configuration Set is used by
the peer-initiated (responder)
connection.

Socket receive buffer size for
incoming SCTP messages.

The receive buffer size must

be greater than or equal to the

product of the bandwidth and
the round trip delay for the
association.

Note: The parameter with the
Local Node's Connection
Configuration Set is used by
the peer-initiated (responder)
connection.

Specifies the maximum burst
of packets that can be emitted
by this association.

Maximum number of inbound
SCTP streams supported
locally by the SCTP
connection.

Note: The parameter with the
Local Node's Connection
Configuration Set is used by
the peer-initiated (responder)
connection.

Default: 1000

Format: numeric
Range: 8000 - 5000000
Default: 12000000

Format: numeric
Range: 8000 - 5000000
Default: 2000000

Format: numeric
Range: 1-4
Default: 4
Format: numeric
Range: 1 -16
Default: 8
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Field (* indicates required
field)

Description

Data Input Notes

* Max Number of Outbound
Streams

Datagram Bundling Enabled

* Maximum Segment Size

Fragmentation

Ordered Delivery

* Connect Timer (sec)

* Watchdog Timer Init Value
(sec)

Maximum number of outbound
SCTP streams supported
locally by the SCTP
connection.

Note: The parameter with the
Local Node's Connection
Configuration Set is used by
the peer-initiated (responder)
connection.

If checked, datagram bundling
is enabled for the SCTP
connection.

The Maximum Size to put in
any outgoing SCTP DATA
chunk. If a message is larger
than this size, it is fragmented
by SCTP into the specified
size.

If checked, a message
exceeding the size of the
PMTU (Path Max
Transmission Unit) is
fragmented and reassembled
by the peer.

If checked, Ordered delivery of
the SCTP DATA Chunk is
performed. Otherwise,
unordered delivery of the
SCTP DATA Chunk is
performed.

Diameter Options

Controls the frequency of
transport connection attempts
to a Peer where no active
transport connection exists.

Applicable only for
connections configured to
initiate a connection with a
Peer Node.

Initial value of the application
watchdog timer.

Format: numeric
Range: 1-16
Default: 8

Format: checkbox

Range: checked, unchecked
Default: checked

Format: numeric

Range: 0, 64 - 1460
Default: 0

Format: checkbox
Range: checked, unchecked

Default: checked

Format: checkbox
Range: checked, unchecked
Default: unchecked

Format: numeric
Range: 1 - 60
Default: 30

Format: numeric
Range: 1 - 30
Default: 30
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Field (* indicates required

field) Description Data Input Notes
* Capabilities Exchange Timer Time to wait on a CER Format: numeric
(sec) message from a Peer aftera  Range: 1 - 30
connection is initiated by the
Default: 3

* Disconnect Timer (sec)

Proving Mode

* Proving Timer (msec)

* Proving Times

* Pending Transactions Per
Connection

ORACLE

Peer. Time to wait on a CEA
response from a Peer after
sending the CER.

Note: For local nodes, CEAs
are sent in response to
erroneous CERs.

Note: The parameter with the
Local Node's Connection
Configuration Set is used by
the peer-initiated (responder)
connection.

After sending a DPA message,
time to wait for a Peer to
disconnect transport. After
sending a DPR message, time
to wait for the Peer to send the
DPA.

If the timer expires, transport
is disconnected by the
application.

Proving mode for the
Configuration Set.

The time to wait for a Peer to
send a DWA message in
response to a DWR message
during connection proving.

The number of consecutive
DWR and DWA exchanges
within Proving Timer time

during connection proving.

The maximum number of
Pending Requests waiting for
Answers from the Peer on this
connection. If the maximum is
reached, this connection is not
selected for routing until the
number of Pending Requests
falls below this value.

Note: Because the pending
transaction limit is located in
the Connection Configuration
Set, it cannot be edited unless
the connection is disabled.

Format: numeric
Range: 1 - 30
Default: 3

Format: Option

Range: Suspect, Always,
Never

Default: Suspect
Format: numeric
Range: 50 - 30000
Default: 500

Format: numeric
Range: 1 - 1000
Default: 3

Format: numeric
Range: 1 - 20000
Default: 1000

2-41



Table 2-5 (Cont.) Configuration Sets Elements

Chapter 2
Diameter Configuration Sets

Field (* indicates required

field) Description Data Input Notes
CEX Host IP Validation If checked, Host-IP-Address Format: checkbox
Enabled AVP validation is enabled

Nagle Enabled

* Socket Send Buffer Size
(bytes)

* Socket Receive Buffer Size
(bytes)

*Maximum Segment Size

Keep-Alive

* Keep-Alive Idle Time

ORACLE

during CEX message
exchange.

TCP Options

If checked, the Nagle
algorithm is enabled for the
TCP connection.

Socket send buffer size for
outgoing TCP messages. The
send buffer size should be
greater than or equal to the
product of the bandwidth and
the round trip delay for the
connection.

Note: The parameter with the
Local Node's Connection
Configuration Set is used by
the peer-initiated (responder)
connection.

Socket receive buffer size for
incoming TCP messages. The
receive buffer size should be
greater than or equal to the
product of the bandwidth and
the round trip delay for the
connection.

Note: The parameter with the
Local Node's Connection
Configuration Set is used by
the peer-initiated (responder)
connection.

The Maximum Segment Size
for outgoing TCP Packets. The
TCP Maximum Segment Size
is the IP maximum
transmission unit (MTU) minus
the size of the TCP and IPv4/
IPv6 headers. Setting this
value to 0 indicates the user is
not limiting fragmentation.

If checked, TCP probes a
connection that has been idle
for the amount of time
configurable by Keep-Alive
Idle Time parameter.

Specifies the number of
seconds of idle time between
Keep Alive Probes if Keep-
Alive is enabled.

Range: checked, unchecked
Default: checked

Format: checkbox

Range: checked, unchecked
Default: checked

Format: numeric

Range: Not Applicable, 8000 -
5000000

Default: 2000000

Format: numeric

Range: Not Applicable, 8000 -
5000000

Default: 1000000

Format: numeric
Range: 0, 88 - 1460
Default: 1024

Format: checkbox
Range: checked, unchecked
Default: unchecked

Format: numeric
Range: 1 - 7200
Default: 1
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Field (* indicates required
field)

Description

Data Input Notes

* Keep-Alive Probe Interval

* Keep-Alive Maximum Count

Pending Transactions Per
Connection

Prevent duplicate transactions
due to egress retransmissions

If Keep-Alive is enabled, sets
the interval between Keep
Alive Probes in seconds. This
value cannot be changed after
a connection is established.

If Keep-Alive is enabled, sets
the maximum number of Keep
Alive Probes TCP sends
without any response from the
remote server, before TCP
gives up and aborts the
connection.

Radius Options

The maximum number of
Pending Requests waiting for
Response from Peer on this
connection. If maximum
Pending Transactions is
reached, then this connection
is not selected for routing until
the Pending transactions are
below this value.

This option applies to RADIUS
client connections only and
determines how to handle a
Request being retransmitted to
the same peer as before, but
the corresponding transaction
record (that contains the
previously used source port,
RADIUS ID and Request
Authenticator) has expired. If
this option is selected, and if
the corresponding transaction
record has expired, the routing
application does not forward
the Request to the same peer
with a new RADIUS ID, source
port, and Request
Authenticator. An alternate
peer can be selected for
routing in this case. If this
option is not selected, and the
corresponding transaction
record has expired, DSR shall
select a new source port,
RADIUS ID and Request
Authenticator, create a new
transaction record and forward
the Request to the peer.

Format: numeric
Range: 1 -120
Default: 1

Format: numeric
Range: 1-16
Default: 9

Format: numeric
Range: 1 - 5000
Default: 1000

Format: checkbox
Range: checked, unchecked
Default: checked
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Table 2-5 (Cont.) Configuration Sets Elements

Field (* indicates required
field) Description Data Input Notes

Prevent duplicate transactions This option applies to RADIUS Format: checkbox

due to ingress retransmissions server connections only and  Range: checked, unchecked
determines how DSR shall
processes duplicate requests
received from a client. A
request is considered
duplicate if the client
retransmits a request with the
same source |IP address,
source port number, RADIUS
ID and Request Authenticator.
If this option is selected, DSR
shall create an ingress
transaction record for the
request (with the request's
source IP address, port,
RADIUS ID and Request
Authenticator) which shall be
used to admit only the first
Request into DSR and prevent
admitting of duplicate
requests, if received, till the
transaction record is present.
If a Response has been sent
previously to the peer, it shall
be saved in the transaction
record and shall be forwarded
to the client in response to
duplicate requests. If this
option is not selected, DSR
shall not maintain ingress
transaction records and shall
admit all Requests received
from the client.

Default: checked

Cached response Duration This option applies to server ~ Format: numeric

(ms) connections only. Applicable Range: 3000 - 100000
only if Prevent duplicate .
transactions due to ingress Default: 5000
retransmissions = Checked.
This value specifies the
duration for which a cached
response is held in the ingress
transaction record. This value
should cover the potential of
loss of response and further
retransmissions by the client.

Priority Options
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Field (* indicates required

field)

Description

Data Input Notes

CPL1 Minimum Request
Priority Allowed

CPL1 Minimum Request
Priority Allowed

CPL1 Minimum Request
Priority Allowed

If 16 Priority Admin State is
enabled in System Options
then Connection Configuration
Set shall support insertion and
update of CPL1 Minimum
Request Priority Allowed
values in the range of 1-15.

If 16 Priority Admin State is
disabled, then this field is non-
configurable.

If 16 Priority Admin State is
enabled in System Options
then Connection Configuration
Set shall support insertion and
update of CPL2 Minimum
Request Priority Allowed
values in the range of 2-15.

If 16 Priority Admin State is
disabled, then this field is non-
configurable.

If 16 Priority Admin State is
enabled in System Options
then Connection Configuration
Set shall support insertion and
update of CPL3 Minimum
Request Priority Allowed
values in the range of 3-16.

If 16 Priority Admin State is
disabled, then this field is non-
configurable.

Format: checkbox

If 16 Priority Admin State is
enabled:

e Range:1-15

e Default: 4

If 16 Priority Admin State is
disabled:

 Range: n/a

e Default: 1

Format: checkbox

If 16 Priority Admin State is
enabled:

e Range:2-15

e Default: 8

If 16 Priority Admin State is
disabled:

 Range: n/a

e Default: 2

Format: checkbox

If 16 Priority Admin State is
enabled:

e Range:3-15

e Default: 16

If 16 Priority Admin State is
disabled:

 Range: n/a

e Default: 3

Adding Configuration Sets

Use this task to create new Configuration Sets.

ORACLE

When you add a new Connection Configuration Set all of the fields on each tab are initially
populated with the values from the Default Connection Configuration Set. For details about
the fields in the Connection Configuration Set, see Configuration Sets Elements.

1. Click Diameter, and then Configuration, and then Configuration Sets, and then

Connection Configuration Sets.

2. Click Insert.

w

Name field.

N o g &

Click the SCTP Options tab. Enter the SCTP values in the fields.

Click the Diameter Options tab. Enter the Diameter values in the fields.
Click the TCP Options tab. Enter the TCP values in the fields.

Click the RADIUS Options tab. Enter the RADIUS values in the fields.

Enter a unique name for the Configuration Set in the Connection Configuration Set
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8. Click OK, Apply, or Cancel.

Editing Configuration Sets

Use this task to edit existing Configuration Sets.

When the Connection Configuration Sets page opens, the fields are populated with the
currently configured values.

If the selected Connection Configuration Set is being used by a Local Node, any
changes to the selected Connection Configuration Set do not take effect for Peer-
initiated connections until the next time the Peer Node connects to the Local Node.

The Connection Configuration Set Name cannot be edited.

# Note:

You must disable all Connections that use a particular Connection
Configuration Set before you can edit it. See Disabling Connections.
Changes to the Connection Configuration Set take effect after the changes
are saved and the Connections that refer to the changed Connection
Configuration Set are set to the Enabled Admin state.

1. Click Diameter, and then Configuration, and then Configuration Sets, and then
Connection Configuration Sets.

2. Select the Connection Configuration Set you want to edit.
3. Click Edit.
4. Update the relevant fields.
For information about each field, see Configuration Sets Elements.

5. Click OK, Apply, or Cancel.

Deleting Configuration Sets

ORACLE

Use this task to delete Configuration Sets.

A Connection Configuration Set cannot be deleted if it is being used by any
connections or Local Nodes. Before you perform this task, you must:

1. Disable any connections that use the Connection Configuration Set. See Disabling
Connections.

2. Edit those connections to no longer use the Connection Configuration Set. See
Editing a Connection.

3. Edit any Local Nodes that use the Connection Configuration Set to no longer do
so. See Editing a Local Node.

1. Click Diameter, and then Configuration, and then Configuration Sets, and then
Connection Configuration Sets.

2. Select the Connection Configuration Set you want to delete.
3. Click Delete.
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A popup window appears to confirm the delete.

4. Click OK or Cancel.

CEX Configuration Sets

A CEX Configuration Set provides a mechanism for assigning up to 20 unique CEX
Parameters and up to 20 unique supported Vendor IDs to a Local Node or Connection. A
default CEX Configuration Set named Default is pre-populated with CEX Parameters for the
RELAY Application ID (OXFFFFFFFF).

You can perform these tasks on an Active System OAM (SOAM).

Each Local Node refers to a single CEX Configuration Set. The CEX Configuration Set is
mandatory for Local Node. Each transport connection can optionally refer to a single CEX
Configuration Set. During CEX message exchange, the CEX Configurat